SafetylLens: Visual Data Analysis of Functional
Safety of Vehicles

Arpit Narechania Ahsan Qamar Alex Endert

anarechania3@gatech.edu agamar2@ford.com endert@gatech.edu

Georgia
Tech

B



Vehicles - complex electronic and software systems
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Source: |. Wagner, “Automotive electronics cost as a percentage of total car cost worldwide from 1950 to 2030", 2019, Statista.com.



https://www.statista.com/statistics/277931/automotive-electronics-cost-as-a-share-of-total-car-cost-worldwide/

Vehicle safety I1s important.

2018, United States

6.7M 914

Vehicle crashes Vehicle Recalls
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Sources:
National Statistics, 2019, Traffic Safety Facts Annual Report Tables, National Highway Traffic Safety Administration, U.S,
https://www.automotive-fleet.com/329104/recalls-rise-13-affected-vehicles-fall-in-2018.
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https://cdan.nhtsa.gov/tsftables/National%20Statistics.pdf
https://www.automotive-fleet.com/329104/recalls-rise-13-affected-vehicles-fall-in-2018

Automotive Systems Engineering & VIS

Automotive systems engineering processes involve large amounts of data in

Unstructured documents, e.g. MS Excel MBSE tools, e.g. MagicDraw
* inconsistent « generally focus on creating information
* error-prone » lack user interfaces for presenting data

* may lead to miscommunications « cannot be customized for new tasks


https://www.nomagic.com/products/magicdraw

What is Functional Safety?

A technique in which domain experts
identify and assess hazards due to malfunctioning of automotive EE systems
set goals to minimize unreasonable risk due to these hazards, and

define requirements to achieve these goals


https://www.iso.org/standard/68383.html

Design Study

User-centered process with 1-4 domain experts through 1-hour weekly sessions.

Understanding domain and gathering requirements
«— >

Brainstorming design ideas (low fidelity prototyping)
«—>

Rapid software prototyping
«—>

Implementing initial prototype
«—>

@® Demonstration to domain experts

Implementing full system
- >

Deploying system

Collaborator discussion and feedback
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ADAPTIVE CRUISE CONTROL

vehicle accelerates
‘ more than required

accelerate / decelerate vehicle
| to a reference speed

I overtaking continued acceleration iI collision

vehicle should not
accelerate more than
required

override acceleration when a
brake pedal is pressed

monitor the brake pedal

application

Compare brake pedal sensor
outputs for confidence

Functional Safety Analysis
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ADAPTIVE CRUISE CONTROL

accelerate / decelerate vehicle
| to a reference speed

vehicle accelerates
more than required
|

System Behavior Malfunctioning Behavior

1
Situation Hazardous Event Hazard

vehicle should not

override acceleration when a

accelerate more than
required

brake pedal is pressed

Safety Goal Functional Safety Requirement

monitor the brake pedal
application

1
Technical Safety Requirement

Compare brake pedal sensor
outputs for confidence

Software Safety Requirement

Functional Safety Analysis
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ADAPTIVE CRUISE CONTROL

.‘ Malfunctioning
Behavior

| System Behavior

‘ Safety Goal

Functional Safety
Requirement

Technical Safety

Requirement

Software Safety Requirement

Functional Safety Analysis
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ADAPTIVE CRUISE CONTROL

Malfunctioning
Behavior

System Behavior

Dataset Functional Safety

Requirement

Safety Goal

* Network with nodes & edges.

Technical Safety
Requirement

Software Safety Requirement

Functional Safety Analysis
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ADAPTIVE CRUISE CONTROL

‘ System Behavior

sunion s
Dataset i
Safety Goal F| Fu;:gﬁir: :L]S:::ty
* Network with nodes & edges.
* Nodes have a type
Technical Safety
Requirement

Software Safety Requirement

Functional Safety Analysis
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ADAPTIVE CRUISE CONTROL

| System Behavior

.‘ Malfunctioning
Behavior

ASIL: B/ C

‘ Safety Goal

Dataset Functional Safety

Requirement

* Network with nodes & edges.

* Nodes have a type and an ASIL (a relative
IN4EE))

Technical Safety

Requirement

Software Safety Requirement

Functional Safety Analysis
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.‘ Malfunctioning
Behavior

| System Behavior

Safety Goal 4 Functional Safety
« Network with nodes & edges. Requirement

* Nodes have a type and an ASIL (a relative
risk level)
* Nodes can be connected to other nodes .
of the same type. Technical Safety
Requirement

Dataset

e O
A
| oftware Safety Requirement

Functional Safety Analysis
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ADAPTIVE CRUISE CONTROL

| System Behavior

'!" Malfunctioning
1 Behavior

Dataset
Safety Goal
* Network with nodes & edges.

* Nodes have a type and an ASIL (a relative

Functional Safety
Requirement

risk level)
* Nodes can be connected to other nodes Technical Safety
of the same type. Requirement

* Nodes can be orphan.

Software Safety Requirement

Functional Safety Analysis
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risk level)
* Nodes can be connected to other nodes Technical Safety
of the same type. Requirement

* Nodes can be orphan.

* Nodes can be shared with other systems.

Software Safety Requirement

Functional Safety Analysis :




Important user tasks

Functional Safety

*

> "Which are this node’s connections? Are there
any missing connections? Are there nodes that
are NOT assigned an ASIL?”

L)

% "Are the risks associated with a Malfunctioning
Behaviour (sufficiently) addressed?”

% "“Instead of re-defining certain node and link
definitions, can | re-use those from previous
projects?”

VIS

% Network exploration; Direct manipulation

% Network route tracing

% Network comparison and diffs; Set
visualization



Designing SafetylLens

VIS

< Network exploration; Direct manipulation

Saket et al, 2016

% Network route tracing

% Network comparison and diffs; Set
visualization

V3SPA, 2016 Onset, 2014 UpSet, 2014



Designing SafetylLens

Parallel coordinate plot, Fisher's Iris data

T

Sepal Width ~ SepalLength  Petal Width  Petal Length
— setosa versicolor— virginica

Parallel coordinates chart

Nodes can be connected
to more than two types.

Discovering patterns is
difficult due to linear
positioning of nodes

Hive plot

Discovering patterns is
difficult due to linear
positioning of nodes

o 9000000 ®
Name ......

Dot matrix chart

The spatial positioning of
nodes seem of significance
but that is not the case.



Designing SafetylLens

Node-link-group Visualization

% Nodes of the same type are clustered using the:
« multi-body force,
+ circle packing, and
 collision detection algorithms.

% Each group
 is identified with a larger label node, and
* its extent, defined as a convex hull which is
highlighted.

% The node groups, nodes, and the links are
interactive.



Task #1

»» "Which are this node’s connections? Are there
any missing connections? Are there nodes that

All Hazardous Events should be assigned an ASIL.

are NOT assigned an ASIL?”

% "Are the risks associated with a Malfunctioning
Behaviour (sufficiently) addressed?”

% “Instead of re-defining certain node and link

definitions, can | re-use those from previous
projects?”
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Task #2

% "Which are this node’s connections? Are there
any missing connections? Are there nodes that
are NOT assigned an ASIL?”

» “Verify if a path exists from the

: : : . MB — HzE - SG - FSR = TSR ?*
% "Are the risks associated with a Malfunctioning ‘

Behaviour (sufficiently) addressed?” « "Verify if the ASILs are all defined and consistent

along that path?”

% “Instead of re-defining certain node and link

definitions, can | re-use those from previous
projects?”



Dashboard ~ Compare ~ Summary Data has been obfuscated due to security issues.
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Task #3

» “Which are this node’s connections? Are there
any missing connections? Are there nodes that
are NOT assigned an ASIL?”

L 4

4

» “Are the risks associated with a
Malfunctioning Behaviour (sufficiently)
addressed?”

L)

L 4

» “Instead of re-defining certain node and link
definitions, can | re-use those from previous
projects?”

Verify if a node (e.g. MB) is already defined in
older projects and reuse its node-link definitions.




Dashboard Compare Summary
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Feedback and Going Forward

The overall feedback was Positive.

Comments:

% "This let's me see projects quickly and spot problems... but sometimes things don't
look right, can | edit right here?”

% "How do | only see what's changed in the visualization from the last time | logged
in? How do | know if this ASIL C has undergone revisions, e.g. was previously D?”

% "What do these (so many node) colors represent? What do the spatial positions of
nodes mean?”
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s WEBPn g = - 8 b.gatech.edu/31PcXUE

Type  ASIL

Reach out to us directly

b'BEHhrhX1XfBZA=="

Name 1 Target
Project > blaioNoVeBT95l1g=="

Type SystemBehavior

il o Ml Arpit Narechania Ahsan Qamar Alex Endert

v | = =lE=— T anarechania3@gatech.edu  agamar2@ford.com  endert@gatech.edu

bYPwdphsBV61 T

Fig. 1. The SafetyLens Compare view: (A) Project Panel comprising the visualization canvas and three tabs: (1) Nodes, (2) Links, and

Trace, (B) Shared Nodes Panel with three nodes (Hazards) selected and highlighted across all three projects , (C) Detail
View Panel showing details of a node (System Behavior) hovered in Project-B (k), and (D) opens into a Control Panel comprising
search and filter controls.

Abstract— Modern automobiles have evolved from just being mechanical machines to having full-fledged electronics systems that
enhance vehicle dynamics and driver experience. However, these complex hardware and software systems, if not properly designed,
can experience failures that can compromise the safety of the vehicle, its occupants, and the surrounding environment. For example,
a system to activate the brakes to avoid a collision saves lives when it functions properly, but could lead to tragic outcomes if the
brakes were applied in a way that’s inconsistent with the design. Broadly speaking, the analysis performed to minimize such risks
falls into a systems engineering domain called Functional Safety. In this paper, we present SafetylLens, a visual data analysis tool to
assist engineers and analysts in analyzing automotive Functional Safety datasets. SafetyLens combines techniques including network

exploration and visual comparison to help analysts perform domain-specific tasks. This paper presents the design study with domain I h a n k yo u !

experts that resulted in the design guidelines, the tool, and user feedback.

Index Terms—Visual data analysis, Design study, Network visualization, Functional safety, Automotive engineering.
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